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DETAILED ACTION 

This action is responsive to the communication filed on February 21, 2002. 
Claims 1-11, representing a method and apparatus for granting access by a portable 
phone to multimedia services, are pending. Claims 1-11 are rejected. 

Claim Rejections - 35 USC § 101 &112 

35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, 
manufacture, or composition of matter, or any new and useful improvement 
thereof, may obtain a patent therefor, subject to the conditions and requirements 
of this title. 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out 
and distinctly claiming the subject matter which the applicant regards as his 
invention. 

Claims 1-11 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 
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With regards to claim 1, in line 8 the claim recites the limitation "...a list of 
substantially all services...". This is indistinct, because there is no way to determine 
what percent of "all" can be considered "substantially all". 

With regards to claim 6, in line 3 the claim recites the limitation "...applying a 
practically uni-directional mapping...". This is indistinct, because there is no way to 
determine what percent of "uni-directional" can be considered "practically uni- 
directional". 

With regards to claim 7, in line 8 the claim recites the limitation "...indicating 
substantially all services...". This is indistinct, because there is no way to determine 
what percent of "all" can be considered "substantially all". 

With regards to claim 9, in line 9 the claim recites the limitation "...applying a 
practically uni-directional mapping...". This is indistinct, because there is no way to^ 
determine what percent of "uni-directional" can be considered "practically uni- 
directional". 

Claims 2-5, and 8 are rejected based on their dependencies. 
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Claim 10 is rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. The claim is directed to neither a process nor a 
machine, but rather, overlaps the two statutory classes. 

Claim 10 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter from a single 
statutory class which the applicant regards as the invention. Making a system claim 
dependent on a method claim renders the claim language indefinite. 

Claim 11 is rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. The claim is directed to neither a process nor a 
machine, but rather, overlaps the two statutory classes. 

« 

Claim 11 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter from a single 
statutory class which the applicant regards as the invention. Making a system claim 
dependent on a method claim renders the claim language indefinite. 
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Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed 
or described as set forth in section 102 of this title, if the differences between the 
subject matter sought to be patented and the prior art are such that the subject 
matter as a whole would have been obvious at the time the invention was made 
to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was 
made. 

Claims 1-8 and 11 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over the 3'"* Generation Partnership Project (3GPP) Technical Specification 33.203 
(TS33.203) in view of the 3GPP TS22.228. 

With regards to claim 1, the 3GPP TS 33.203 teaches a method for registering a 
UE with an IMS so as to allow the UE to access, over a digital communication system, 
an IM service to which the UE is subscribed, the method including a step in which an S- 
CSCF of the IMS sends an AV request message (CM1) to an HSS (See 3GPP 
TS33.203 §6.1.1). The 3GPP TS33.203 does not teach the method characterized in 
that it includes a step in which in response to the AV request message (CM1), the HSS 
provides (31) in a AV request response message (CM2) a field indicating a list of 



Application/Control Number: 10/082,534 Page 6 

Art Unit: 2132 

substantially all services to which the UE is subscribed along with either information that 
allows establishing SAs for each such service or information that could be used as 
keying material or other input for other security mechanisms specific to each service. 

The 3GPP TS22.228 teaches a method for IMS that allows a UE to register with 
IMS for multimedia applications in which one of the connection negotiation messages 
contains a list of services to which the UE is subscribed. In particular, the 3GPP 
TS22.228 teaches that "it shall be possible for the capability negotiation to take place at 
invocation, acceptance, and during an IP multimedia session." In other words, the list of 
subscribed IM services can be communicated from the IMS to the UE at any point, 
specifically including the connection phase (invocation of the session). (3GPP TS22.228 
§7.3) 

It would have been obvious to one of ordinary skill in the art to modify the 3GPP 
TS33.203 using the 3GPP TS22.228 by incorporating the list of subscribed IM services 
in message CM2 as taught by the 3GPP TS22.228. One would have been motivated to 
do so because CM2 is the only connection from the HSS. where the list of subscribed 
services is stored, to the S-CSCF, which is actually in contact with the UE, in the IM- 
subscriber registration process. Thus, the CM2 message would be necessary for 
communicating a list of capabilities during the connection phase. 
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With regards to claim 2. the 3GPP TS33.203 modified by the 3GPP TS22.228 as 
described above teaches the method as in claim 1, further characterized in that in 
responding to the AV request response message (CM2), the S-CSCF of the IMS adds 
(32) the information included in the AV request response message (CM2) to an 
authorization challenge message (SM4) and forwards it to an l-CSCF of the IMS (See 
3GPP TS33.203 §6.1.1). 

With regards to claim 3, the 3GPP TS33.2G3 modified by the 3GPP TS22.228 as 
described above teaches the method as in claim 2, further characterized in that when 
the l-CSCF receives the authorization challenge message (SM4), it forwards (33) it as a 
fonvarded authorization challenge message (SMS) to a P-CSCF of the IMS, which 
parses (34) the forwarded authorization challenge message (SMS), generates SPD 
entries and corresponding SAs for both P-CSCF and UE, inserts its SPD entries in its 
SPD and corresponding SAs into its SADB, and provides in an updated authorization 
challenge message (SM6) for the UE the SPD entries and corresponding SAs (See 
3GPPTS33.203 §6.1.1). 

With regards to claim 4, the 3GPP TS33.203 modified by the 3GPP TS22.228 as 
described above teaches the method as in claim 3, further characterized in that after 
receiving the updated authorization challenge message (SM6), the UE inserts (3S) the 
SPD entries into its SPD and inserts the corresponding SAs into its SADB (See 3GPP 
TS33.203 §6.1.1). 
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With regards to claim 5, the 3GPP TS33.203 modified by the 3GPP TS22.228 as 
described above teaches the method as in claim 4, further characterized In that a 
register is kept for all services to allocate numbers used to derive keys for each service 
or part of a service. In 3GPP TS33.203 § B.I , it is taught that there exists a cipher key 
CKiM for each IM, generated through IMS AKA, and that it is used to generate CKiMjn 
and CKiM_out- It is implicit that CKim is being stored somewhere, so keeping a register for 
the CK for each subscribed IM is necessary. 

With regards to claim 6, the 3GPP TS33.203 modified by the 3GPP TS22.228 as 
described above teaches the method as in claim 5, further characterized in that the keys 
are an integrity key and a cipher key and are derived by applying a practically uni- 
directional mapping to an argument including the number allocated to the respective 
service or part of a service by the register being kept. In 3GPP TS33.203 § B.2, it is 
taught that there exists an integrity key IKim for each IM, generated through IMS AKA, 
and that it is used to generate IKiMjn and IKiM_out. and that they are derived using two 
unidirectional SAs based on the IK associated with the specific IM. 

With regards to claim 7, the 3GPP TS33.203 teaches a method for registering a 
UE with an IMS so as to allow the UE to access, over a digital communication system, 
an IM service to which the UE is subscribed, the method including a step in which a P- 
CSCF of the IMS communicates to the UE an authorization challenge message (SM6) 
(See 3GPP TS33.203 §6.1.1). The 3GPP TS33.203 does not teach that SM6 is 
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characterized in that the authorization challenge message (SM6) includes at least one 
SPD entry and a corresponding SA derived by the P-CSCF from infomnation provided to 
the P-CSCF indicating substantially all services to which the UE is subscribed along 
with either information that allows establishing SAs for each such service or information 
that could be used as keying material or other input for other security mechanisms 
specific to each service, and the UE inserts (35) the at least one SPD entry into its SPD 
and the corresponding SA into its SADB, so that for a predetermined time any traffic 
between the UE and the P-CSCF is secure for the substantially all services to which the 
UE is subscribed. 

The 3GPP TS22.228 teaches a method for IMS that allows a UE to register with 
IMS for multimedia applications in which one of the connection negotiation messages 
contains a list of services to which the UE is subscribed. In particular, the 3GPP 
TS22.228 teaches that "it shall be possible for the capability negotiation to take place at 
invocation, acceptance, and during an IP multimedia session." In other words, the list of 
subscribed IM services can be communicated from the IMS to the UE at any point, 
specifically including the connection phase (invocation of the session). (3GPP TS22.228 
§ 7.3) Since SM6 is a part of the connection phase, it is implicit that SM6 would have to 
carry security information relative to the list of subscribed services from the P-CSCF to 
the UE. 
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It would tiave been obvious to one of ordinary skill in the art to modify the 3GPP 
TS33.203 using the 3GPP TS22.228 by incorporating the security information relative to 
the list of subscribed services in SM6. as taught by the 3GPP TS22.228. One would 
have been motivated to do so because SM6 is the only connection from the IMS to the 
UE in the IM-subscriber registration process. Thus, the SM6 message would be 
necessary for communicating security information relative to a list of capabilities during 
the connection phase. Inserting the transmitted security information (SAs and SPD 
entries) into the security databases (SADB, SPD) is an obvious step because the whole 
reason they exist is to store security information about the subscribed IMS services. 

With regards to claim 8, the 3GPP TS33.203 modified by the 3GPP TS22.228 as 
described above teaches the method as in claim 7, further characterized in that a 
register is kept for all services to allocate numbers used to derive keys for each service 
or part of a service. In 3GPP TS33.203 § B.1, it is taught that there exists a cipher key 
CKiM for each IM, generated through IMS AKA, and that it is used to generate CKiMjn 
and CKiM_out- It is implicit that CKim is being stored somewhere, so keeping a register for 
the CK for each subscribed IM is necessary. 

With regards to claim 9, the 3GPP TS33.203 modified by the 3GPP TS22.228 as 
described above teaches the method as in claim 8, further characterized in that the keys 
are an integrity key and a cipher key and are derived by applying a practically uni- 
directional mapping to an argument including the number allocated to the respective 
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service or part of a service by the register being kepi In 3GPP TS33.203 § B.2, it is 
taught that there exists an integrity key IKim for each IM, generated through IMS AKA, 
and that it is used to generate IKiMjn and IKiM_out. and that they are derived using two 
unidirectional SAs based on the IK associated with the specific IM. 

With regards to claim 10, the 3GPP TS33.203 modified by the 3GPP TS22.228 
as described above teaches a UE, characterized in that it is operative according to the 
method of claim 7. 

With regards to claim 11, the 3GPP TS33.203 modified by the 3GPP TS22.228 
as described above teaches a digital communication system having an IMS, 
characterized in that the IMS is operative according to the method of claim 1. 
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Conclusion 



Any inquiry concerning this conomunication or earlier communications from the 
examiner should be directed to Virgil Herring whose telephone number is (571) 272- 
8189. The examiner can normally be reached on Monday-Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on (571) 272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



GILBERTO BARRON 
SUPERVISORY PATENT EXAMINER 
TECHNOLOGY CENTER 2100 




